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Security news

Source: https://arstechnica.com/author/dan-goodin/

36 stories in 2024

Source: https://www.helmholtz.de/en/newsroom/bessy-ii-back-in-
operation-after-cyber-attack-on-helmholtz-zentrum-berlin-hzb/

July 2023

https://arstechnica.com/author/dan-goodin/
https://www.helmholtz.de/en/newsroom/bessy-ii-back-in-operation-after-cyber-attack-on-helmholtz-zentrum-berlin-hzb/
https://www.helmholtz.de/en/newsroom/bessy-ii-back-in-operation-after-cyber-attack-on-helmholtz-zentrum-berlin-hzb/
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Kaspersky study

Source: https://www.kaspersky.com/about/press-releases/2023_attacks-on-industrial-sector-hit-record-in-second-quarter-of-2023

ICS: Industrial Control System

https://www.kaspersky.com/about/press-releases/2023_attacks-on-industrial-sector-hit-record-in-second-quarter-of-2023
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Glossary
AAA Authentication Authorisation Accounting

Authentication Are you really you?  I.e., identity

Authorisation What are you allowed to do?  I.e., privileges

Accounting Who did what when?  aka Auditing

PKI Public Key Infrastructure.  The way certificates and public-private key pairs are managed, 
implemented and operated.

CA Certificate Authority. Trusted third party. The entity in a PKI that is responsible for 
issuing public-key certificates and exacting compliance.  

Certificate A set of data that uniquely identifies a public key (which has a private key) and an owner 
that is authorized to use the key pair.  Digitally signed by a CA.

SSL Secure Sockets Layer.  Encryption-based Internet security protocol.  Predecessor to TLS.

TLS Transport Layer Security . Authentication and encryption protocol.
HTTPS = HTTP over TLS
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Web security timeline

Image source:  Boris Rogier https://www.networkdatapedia.com/post/3-things-you-should-know-about-https-ssltls-traffic-with-wireshark

Recommendation source:  https://wiki.mozilla.org/Security/Server_Side_TLS

https://www.networkdatapedia.com/post/3-things-you-should-know-about-https-ssltls-traffic-with-wireshark
https://wiki.mozilla.org/Security/Server_Side_TLS
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Web certificates

Image sources: The SSL Store: https://www.thesslstore.com/blog/ssltls-certificate-its-architecture-process-interactions/
Pexip AS: https://docs.pexip.com/admin/certificate_management.htm

Digital certificates aka 
X.509 certificates aka 
PKI certificates.

Provided by global Certificate Authorities.
E.g., Let’s Encrypt, Verisign, Thawte, Entrust, etc.

Or can ”self-sign” with limitations.

Read more:
https://www.keyfactor.com/education-center/what-is-pki/
https://www.feistyduck.com/library/bulletproof-tls-guide/online/
https://letsencrypt.org/

https://www.thesslstore.com/blog/ssltls-certificate-its-architecture-process-interactions/
https://docs.pexip.com/admin/certificate_management.htm
https://www.keyfactor.com/education-center/what-is-pki/
https://www.feistyduck.com/library/bulletproof-tls-guide/online/
https://letsencrypt.org/
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Web authentication: SAML and SSO

Image source:  https://bigdataanalyticsnews.com/how-does-saml-work/

SAML: Security Assertion Markup Language

SSO:  Single Sign-On

IdP:  Identity Provider

https://bigdataanalyticsnews.com/how-does-saml-work/
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Web authentication: WebAuthn and FIDO2

Image source:  Tom Scavo https://en.wikipedia.org/wiki/File:Passwordless_Web_Authentication.svg

WebAuthn credentials also referred to as passkeys

Image source: https://fidoalliance.org/fido2/

https://en.wikipedia.org/wiki/File:Passwordless_Web_Authentication.svg
https://fidoalliance.org/fido2/
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Web authorisation: OAuth 2.0 

Image source:  Devansvd https://en.wikipedia.org/wiki/File:Abstract-flow.png

OAuth: Open Authorisation

Specifies a delegation protocol

Can be misused as pseudo-authentication

OpenID Connect: combines authentication 
and authorisation on top of OAuth

E.g., 
Single Sign-On (SSO)
provider

https://en.wikipedia.org/wiki/File:Abstract-flow.png
https://oauth.net/articles/authentication/
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Web tools:  identity and access management

Image source:  https://www.keycloak.org

One example of an open-source 
implementation is Keycloak

https://www.keycloak.org/


Research facility control systems
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Karabo – European XFEL
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Securing Light Source SCADA Systems

Slide credit:  Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf

See details in the paper

https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf
https://accelconf.web.cern.ch/icalepcs2017/papers/thbpa02.pdf
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Securing Light Source SCADA Systems

Slide credit:  Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf

https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf
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Securing Light Source SCADA Systems

Slide credit:  Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf

https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf
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Securing Light Source SCADA Systems

Slide credit:  Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf

https://github.com/European-XFEL/Karabo (note that it wasn’t implemented this way)

https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02_talk.pdf
https://github.com/European-XFEL/Karabo


EPICS
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Review from SLAC

Slide credit:  Gregory White  https://indico.cern.ch/event/1270052/contributions/5598148/

https://indico.cern.ch/event/1270052/contributions/5598148/
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Recommendations

Slide credit:  Gregory White  https://indico.cern.ch/event/1270052/contributions/5598148/

https://indico.cern.ch/event/1270052/contributions/5598148/
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EPICS changes

Slide credit:  Gregory White  https://indico.cern.ch/event/1270052/contributions/5598148/

https://indico.cern.ch/event/1270052/contributions/5598148/
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Considerations for PVA over TLS

Slide credit:  Michael Davidsaver, George McIntyre https://indico.fnal.gov/event/58280/contributions/264558/

PVA: process variable access
(like a Tango attribute)

https://indico.fnal.gov/event/58280/contributions/264558/
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Considerations for PVA over TLS

Slide credit:  Michael Davidsaver, George McIntyre https://indico.fnal.gov/event/58280/contributions/264558/

NTP: Network Time Protocol

Online Certificate Status Protocol

https://indico.fnal.gov/event/58280/contributions/264558/
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Detailed technical proposal for EPICS TLS

Slide credit:  George McIntyre https://indico.fnal.gov/event/58280/contributions/265752/

https://indico.fnal.gov/event/58280/contributions/265752/
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Certificate usage

Slide credit:  George McIntyre https://indico.fnal.gov/event/58280/contributions/265752/
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https://indico.fnal.gov/event/58280/contributions/265752/
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Data encryption

Slide credit:  George McIntyre https://indico.fnal.gov/event/58280/contributions/265752/
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https://indico.fnal.gov/event/58280/contributions/265752/


29

Establishing TLS session

Slide credit:  George McIntyre https://indico.fnal.gov/event/58280/contributions/265752/

Requires about 
6.5kB of data!

http://netsekure.org
/2010/03/tls-

overhead/

https://indico.fnal.gov/event/58280/contributions/265752/
http://netsekure.org/2010/03/tls-overhead/
http://netsekure.org/2010/03/tls-overhead/
http://netsekure.org/2010/03/tls-overhead/
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Network stack

Slide credit:  George McIntyre https://indico.fnal.gov/event/58280/contributions/265752/

Overhead ~40 bytes 
per message

http://netsekure.org
/2010/03/tls-

overhead/

https://indico.fnal.gov/event/58280/contributions/265752/
http://netsekure.org/2010/03/tls-overhead/
http://netsekure.org/2010/03/tls-overhead/
http://netsekure.org/2010/03/tls-overhead/
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Server certificate rotation

Slide credit:  George McIntyre https://indico.fnal.gov/event/58280/contributions/265752/

Can be done while 
client remains 
connected

Does client drop 
connection after 
certificate validity
expires?

https://indico.fnal.gov/event/58280/contributions/265752/
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Outcome

Slide credit:  George McIntyre https://indico.fnal.gov/event/58280/contributions/265752/

https://indico.fnal.gov/event/58280/contributions/265752/
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EPICS:  C++ changes for PV access over TLS

https://github.com/mdavidsaver/pvxs/pull/53

https://github.com/mdavidsaver/pvxs/pull/53
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Tango roadmap 2015

Slide credit:  Reynald Bourtembourg https://accelconf.web.cern.ch/icalepcs2017/talks/mobpl02_talk.pdf

From ICALEPCS 2017

https://accelconf.web.cern.ch/icalepcs2017/talks/mobpl02_talk.pdf
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Tango protocols

Remote Procedure Calls use CORBA
Commands, reading/writing attributes
C++ uses omniORB – it has TLS option (TLS 1.3 support?)
Java use JacORB – provides IIOP over SSL

Events use zeromq
libzmq has:

no TLS
CurveZMQ for encryption:  https://rfc.zeromq.org/spec/26/
ZAP for authentication: https://rfc.zeromq.org/spec/27/

Events are read-only, so do we need authentication?

https://rfc.zeromq.org/spec/26/
https://rfc.zeromq.org/spec/27/
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Common issues

Certificates
Certificate Authority
How do servers get certificates?
How do clients get certificates?
Expiry, revocation, rotation
If time-based, then NTP must be secure

Backwards compatibility
Do we allow insecure clients/servers?
If yes, will we ever turn off the insecure option?



39

Common issues

Performance
Time to establish connection
Latency
CPU/memory requirements
Network bandwidth (~6.5kB for TLS session, ~40 B  extra per message *)

General
Is CA a single point of failure?
Can we get locked out of our own system?
How to sign software applications?
Authentication?
Authorisation?
Accounting?
Secrets management * TLS overhead for TLS 1.2: http://netsekure.org/2010/03/tls-overhead/

http://netsekure.org/2010/03/tls-overhead/
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Use cases

Tango servers
Launched by Starter service / Kubernetes
Started manually by engineer

Client applications
Jive, Sardana, Taurus, Taranta
User scripts
Client to device in same process – does it do TLS?
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Use cases

Tango device/client developers
Unit tests run locally – do we want to deal with certificates?
CI/CD

Security team
Penetration testing
Auditing installed software
Want vulnerable libraries updated ASAP
”Break-glass” procedure
Procedure to report and handle vulnerabilities



43

Use cases

Updating server and client certificates
Initial deployment
Rotation/update after expiry
Revocation – how soon is connection dropped?

Updating cipher suite and cryptographic keys
security update to library
need more bits
need new cipher suite
old & new versions of Tango, with different encryption methods
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Use cases

Authentication
Can we use LDAP, SSO?
Can we use WebAuthn, hardware keys/devices?
Are certificates linked to user accounts, hosts, or device servers?
How to handle beamline user accounts?
How to handle service accounts?
How to handle temporary accounts for visiting users?
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Use cases

Authorisation
Is Tango access control sufficient?
Are the rules from TAC sufficient?
How fine-grained do we need it?
Something like EPICS access control list files with rules?
OAuth2?
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Use cases

Accounting  / Auditing
What do we log?
Where do we log?
Who has permission to see the logs?
Who has permission to change/delete?
Is there some notification for suspicious activity?
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Conclusion

Re-use existing standards and technologies

Learn from other control systems

It will take a long time / a lot of resources

Encrypting Tango data is only a small part of cyber security!
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