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Se‘ u rlt news Recent stories by Dan Goodin 36 StOI’ies in 2024
Never-before-seen Linux malware gets installed using 1-day exploits

rbianRAT is cross-platform used by for-profit threat group.

Discovery means that

024,1:33 AM
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Microsoft says Kremlin-backed hackers accessed its source and
internal systems
Midnight Blizzard is n stolen secrets in follow-on attacks against customers.
; AL J
Attack wrangles thousands of web users into a password-cracking
botnet
Ongoing atl t sands of sites, continues to grow.
51@

HELMHOLTZ Q  veusen =

VMware sandbox escape bugs are so critical, patches are released for
end-of-life products

VMware ESXi, Workstation, Fusion, and Cloud Foundation all affected,
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Home | Newsroom
After collecting $22 million, AlphV ransomware group stages FBI

B E S SY I I b a C k i n O p e rati 0 n :;r- takedow;r:m A e
a.f.t e r Cy b e r a.tt a C k 0 n 2 Ex?ec‘l’(ve:?ﬁxploited Windows 0-day for 6 months after Microsoft
Helmholtz-Zentrum Berlin

(HZB)

t consider such bugs vulnerabilities. It patched it anyway
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K
- ns?mwareaﬁac Actively exploited 0-days in Ivanti VPN are letting hackers backdoor
networks

Organizations using Ivanti Connect Secure should take action at once.

N - 1/10/2024, 11:18 PM 14.

Hugging Face, the Gitl
devices

[  Malicious submissions have been a fag

Linux devices are under attack by a never-before-seen worm

Based on Mirai malware, self-replicating NoaBot installs cryptomining app on infected devices.
A DIN - 1/10/2024, 5:12 PM

GitHub besieged by m
attack

GitHub keep:

July 2023
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ﬁ Hackers backed by Ru
BBy ouTsERIWarnS Hackers can infect network-connected wrenches to install
ransomware
Researchers identify 23 vulnerabilities, some of which can exploited with no authentication
YAN GOODIN - 1/9/2024, 3:00 PM 169

Source: https://www.helmholtz.de/en/newsroom/bessy-ii-back-in-
operation-after-cyber-attack-on-helmholtz-zentrum-berlin-hzb/

Source: https://arstechnica.com/author/dan-goodin/
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Kaspersky study
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Source: https://www.kaspersky.com/about/press-releases/2023 attacks-on-industrial-sector-hit-record-in-second-quarter-of-2023
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Glossary

AAA
Authentication
Authorisation

Accounting
PKI

CA

Certificate

SSL
TLS

Authentication Authorisation Accounting

Are you really you? l.e., identity
What are you allowed to do? l.e., privileges
Who did what when? aka Auditing

Public Key Infrastructure. The way certificates and public-private key pairs are managed,
implemented and operated.

Certificate Authority. Trusted third party. The entity in a PKI that is responsible for
issuing public-key certificates and exacting compliance.

A set of data that uniquely identifies a public key (which has a private key) and an owner
that is authorized to use the key pair. Digitally signed by a CA.

Secure Sockets Layer. Encryption-based Internet security protocol. Predecessor to TLS.

Transport Layer Security . Authentication and encryption protocol.
HTTPS=HTTP over TLS




Web security timeline

SSL 1.0 SSL 3.0 TLS 1.1
Netscape Netscape IETF, RFC 4346
= Never went Public = Complete Redesign = |mprove protection
against attacks = Drop unsecure features
= Add new Ciphers Suites .
- Recommended configurations
; Mozilla maintains three recommended configurations for servers using TLS. Pick the
1999 ‘ correct configuration depending on your audience:
® : @ o e Modern: Modern clients that support TLS 1.3, with no need for backwards
‘ 2000 l compatibility
‘ o : Recommended configuration for a general-purpose server
« Old: Services accessed by very old clients or libraries, such as Internet Explorer 8
(Windows XP), Java 6, or OpenSSL 0.9.8
SSL 2.0 TLS 1.2
Netscape ETF, RFC 5246
Lots of Security F np
= Support Extensions
new Ciphers

Recommendation source: https://wiki.mozilla.org/Security/Server Side TLS

Image source: Boris Rogier https://www.networkdatapedia.com/post/3-things-you-should-know-about-https-ssitls-traffic-with-wireshark
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§ Submitted To . gz
e e Certificate Signing Certificate
Web certiticates
L () lssnljcs
Key Pair P::Iyic IE::tji?‘f;r
P Protected =) Cres)tled To Client
. . oo | ¢——— Private ——>
Digital certificates aka | oy &S J
o Private Client X.509 Certificate
X.509 certificates aka Key Store D
Public
PKI certificates. Key
Provided by global Certificate Authorities.
E.g., Let’s Encrypt, Verisign, Thawte, Entrust, etc. 5
\&\‘\%cv" S (\%}5

Or can ”self-sign” with limitations. ’

2 - Client requests identification

3 - Server sends certificate and public key -
R d . []
ead more: e [

5 - Client sends encrypted session key
https://www.keyfactor.com/education-center/what-is-pki/

https://www.feistyduck.com/library/bulletproof-tls-guide/online/ Client GLAcKnow edgementenciypteciwithisessionkey Server
Web browser, endpoint Management Node or
https://letsencrypt.org/ o G A

7 - All data now encrypted with session key Conferencing Node

Image sources: The SSL Store: https://www.thesslstore.com/blog/ssltls-certificate-its-architecture-process-interactions/

Pexip AS: https://docs.pexip.com/admin/certificate management.htm
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Web authentication: SAML and SSO

SAML: Security Assertion Markup Language

SSO: Single Sign-On

- @ .

Credentials sent — ey User

|dP: Identity Provider for verification €
Displays

logon page Requests protected

resource

User Unauthenticated user is redirected
Database to SAML IdP with SAML request
c
«—
—
p

SAML IdP sends
SAML response

Service Provider

Image source: https://bigdataanalyticsnews.com/how-does-saml-work/
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Web authentication: WebAuthn and FIDO2

From legacy, knowledge-based To modern, possession-based

credentialing credentialing WebAuthn credentials also referred to as passkeys

a/ .
g Signin
Do you want to sign in
with a passkey?
- :? J‘a‘\:igocln —_—
N
/7\‘\ [{ ﬂ l\‘_/IJ
m B
\ Sign In signed challenge
G, assertion and PIN
=
T PIN J challenge
e Stored on aserver ¢ On-device (never on a server -
( ) — |
e SMSOTP e Local Biometric/PIN assertion
/
e KBA e DocAuth /
/ (HTTPS)  www.example.com
e Passwords e Multi-device FIDO credentials : - |
' f ¥
verification authentication

Image source: https://fidoalliance.org/fido2/ Image source: Tom Scavo https://en.wikipedia.org/wiki/File:Passwordless Web Authentication.svg
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Web authorisation: OAuth 2.0

OAuth: Open Authorisation Abstract Flow

Authorization request 1 . Resource
Specifies a delegation protocol (end user)

Authorization grant 2
-4
Can be misused as pseudo-authentication Authorisati -
3 uthorization grant Authorization server Eg
Client - e
Single Sign-On (SSO)

google Authorization

OpenlID Connect: combines authentication LT g3 Accessitoben server provider
and authorisation on top of OAuth

5 Access token Resource server
P
Protected Resource
Protected resource (Google drive)
Photo

6

n Sign up with Facebook

G sign up with Google

Image source: Devansvd https://en.wikipedia.org/wiki/File:Abstract-flow.png
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Web tools: identity and access management

Single-Sign On S

¢ >c

Users authenticate with Keycloak rather than individual applications. This means that your applications
don't have to deal with login forms, authenticating users, and storing users. Once logged-in to
Keycloak, users don't have to login again to access a different application.

This also applies to logout. Keycloak provides single-sign out, which means users only have to logout
once to be logged-out of all applications that use Keycloak.

One example of an open-source
implementation is Keycloak

Identity Brokering and Social Login Q

Enabling login with social networks is easy to add through the admin console. It's just a matter of ‘-’AK
selecting the social network you want to add. No code or changes to your application is required. _ ‘Sign I with Facebook

Keycloak can also authenticate users with existing OpenID Connect or SAML 2.0 Identity Providers.
Again, this is just a matter of configuring the Identity Provider through the admin console. < < ]

User Federation
Keycloak has built-in support to connect to existing LDAP or Active Directory servers. You can also g E ./AK
implement your own provider if you have users in other stores, such as a relational database. — T
=
LDAP
Relational database

Image source: https://www.keycloak.org
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Securing Light Source SCADA Systems

QICALERCS2017

European

XFEL — \DA It The security onion

Hardware loops

Securing Light Source SCADA Systems

Leonce Mekinda, Valerii Bondar, Sandor Brockhauser, Control servers
Cyril Danilevski, Wajid Ehsan, Sergey Esenov, Hans Fangohr, Gero Flucke, Gabriele Giovanetti, Steffen
Hauf, David Gareth Hickin, Anna Klimovskaia, Luis Maia, Thomas Michelat, Astrid Muennich, Andrea
Parenti, Hugo Santos, Kerstin Weger, Chen Xu
European XFEL GmbH Control Network

Barcelona, 12/10/2017

—— " Europesn XFEL

A Office Network A NN NN \

Overview B AR AR e e : i

The security of SCADA systems is an increasing concern as they interconnect a significant number of
COTS computers via IP networks; support de facto standards like USB.

What happens once attackers have been granted access to / broke into the Control Network?
Can they do everything?
Can they easily escalate their privileges?

“We trust whoever has access to the Control Network”
Would you let your personal laptop unlocked 24/7 in a control room? If no, why should the control
system be less protected than your laptop?

king

I B 00 European XFEL Example: Stuxnet (2010) attac

We suggest to secure the SCADA system beyond the general IT infrastructure security
Device servers would authenticate and authorize users for every issued message.

I European XFEL

See details in the paper

Slide credit: Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02 talk.pdf
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Securing Light Source SCADA Systems

Basic Karabo authentication

< v JMS SOAP over TLS

. ; » Authorization server
==p GUI client/server protocol ; i
Five Global access levels in Karabo: —» Point-to-Point connection Session Token
i - Data pipeline E ALCoss = avel ’
W User - Py : v Access List A
B Operator +«— H/W interface -mee--- |
B Expert . Username:
=8 Expe <« » File I/O _
B Admin (required for example for Password:
interlock deactivation) =
iKarabo GUI Server Karabo GUI Data logger
Access exception list per device. - ./ — 4 x
— el § U . J
[ OpenMQ Broker |
03 & A - A
Middlelayer server 1 ML server 2 Bound device serverv3
Y v i v 4 bt
Device 1 | Device 2 ¢== Device3 <=  Device 4 Device5 [ .
' \ 7 ‘ 4 7 Data
-
IS N 0 European XFEL H/W H/W

Slide credit: Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02 talk.pdf
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Securing Light Source SCADA Systems

Benefits

Every device server can authenticate users Authorization server
Offline token sigr?ature verification . OAuth2 > 4
) . ) Robustness against man-in-the-middle attacks thanks to token " - :
e Global access levels in Karabo: S e @token: signed Certification Authority
Obsarver Performance by checking the digests of tokens (Session token, Access Level, ) ;
; e ' . . Access List, Expiration date) Public key deployed
Operator PK[] : signed public keys from devices at Karabo installation |
W Expert sk : secret shared with a device Username: i
Admin (required for example for s[] : nonce start from devices Password:
interlock deactivation) ) :
2 _ ! iKarabo GUI Server Karabo GUI Data logger i
Access exception list per device. 5 e — — 4 S 5
; @d[1] %o, ,+ @etokens[] = encrypt(@token, sk) ;
5 i H *raanet" @d[] = digest(digest(@token), s[]+n)
| ) 4 OpenMQ Broker :
g@stokens[1] once, then @d[1] @stokens[2], @d[2] + @stokens[3], @d[3]
Middlelayer server 1 ML server 2 Bound device server 3 ;
2 . v . h 4 e 1
Device 1 | Device 2 % Device 3 } | Device 4 Device5 .| . §
'Y 7 - 7 1 Data ;
“ L ,
i \~~__—— 7 ~~--———-l—“‘--—’ 4 I
........................................................................... 7.....J-...L\__..-‘...._.‘.....T)ﬁm\...._.u......_..._....-..-..‘. n
E— —  European XFEL Karabo Advanced PKI H/W H/W
~ e ~ 7

 — | IR

Slide credit: Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02 talk.pdf
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Securing Light Source SCADA Systems

Device server 1 ifi~ati :
Five Global access levels in Karabo: Certification Authority
| Observer CA public key ck
| User b P —
= Sperator Device server publickey | Deploy
M Expert . . he
B Admin (required for example for . Username, password ‘ Signed device server pUb"f key
interlock deactivation) Login | . :
Signed @token(Session Token, Access Level, Access List, Expiration date)
ion li ' verify(pk[1],ck) [I< >
Access exception list per device. - y(pk[1] ). STnea 05700 BorieE pODAc oy pil Tl
enerate N _ . »
shared secret I esk = encrypt(sk, pk[1]); @etokens[1]=encrypt(@token, sk) R
sk L sk = decrypt(esk, private key 1])
J decrypt(@etokens[1], sk)
Connect . (\;erlfy(@to:en, ck)
Y t(s1], sk < Generate Nonce
« ealil=anoisetil:on) sequence start s[1]
< s[1] = decrypt(es[1], sk)
@d[1]=digest(digest(@token), s[1]) > < verify(@d[1], @token, s[1])
API calls — — »'a verify(@d[1], @token, s[1]+1)

@d[1]=digest(digest(@token), s[1]+1)

https://github.com/European-XFEL/Karabo (note that it wasn’t implemented this way)

Slide credit: Leonce Mekinda https://accelconf.web.cern.ch/icalepcs2017/talks/thbpa02 talk.pdf
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Review from SLAC

Typical Accelerator Computing Architecture (LCLS complex at SLAC)

o<1 A
i NS

High Performance Computing Network Big Data stores
Experiment Data Analysis

[ Accelerator Physics Analysis
e % % Multi-particle Tracking (s-2-e)

Machine Learning Training

SLAC Initiatives on
Office Network

Accelerator Cyber Security T—
Y i ERE

Greg White,
Prepared for EPICS Collaboration Meeting Spring 2023 Experiment Network
April 26, 2023 Non-critical Data Services
N Simulation
Se—— PhotnEcton Goewsy WIS Software development
o (===
Greg White, for Erwin Lopez, Mark McCullough, Amedeo Perazzo, Ken Brobeck, Mark Foster, Daron Chabot,
Mike Zelazny, Lance Nakata, Matt Gibbs, Andrea Chan, Arash Alavi, Poonam Pandi, Lisa Christiansen, Uy Chu, Syed Hasan Controls Network pr "’"‘f:""’55”":‘{»“’;’1‘5‘5’"”"’ foom Network Control room displays

g High Level Apps execution
Online modeling
;4%__ Critical Data Services

et aamon o Optimization, ML and slow feedback

Many Thanks to David Manz (PNNL), Jozsef Gacsal (SecurityLit), Jason Carter (ORNL), Ralph Lange (ITER),
= Bob Dalesio, Michael Davidsaver (Osprey DCS), George Mclntyre (Level-N Ltd)

=

=
%
“=
==

Accelerator devices - 1000s. Producing control and diagnostics signals (Process Variables) - > 8 million at LCLS

NATIONAL
B A7 i traror

B £~ W\ LABEORATORY

SLAC ACCELERATOR CYBER REVIEW FINDINGS

oy oA

SLAC
Contents Positive Overall. Our cyber security is complete with respect to common practice.
oy A~
i Login security is comparable to most facilities. Will soon be leading
2.  Backups are complete
1. Accelerator computing 3. Malware Detection (Crowdstrike) & Vulnerability Detection are complete (subject to acceptance of the
2 Example Cyber Statistics Regulations and Thinking common principle that the control system be exempt from these).
. )y ,
4.  CA Security (authorization to change PV) is designed, in cryo I10CS, and ready for broad implementation
3. Typical Cyber Computer Architecture for Accelerators However, EPICS is insecure. Its use is based on aging assumption of secure perimeter.
4. Conducting a Cyber Security Review
g Y \ 1. EPICS protocols lack strong authentication
a. Man in the Middle attack. A PV could be changed without ACR knowledge
5. Extant Accelerator Control System Cyber Issue, EPICS b. EPICS users will be authorized for PV changes, but aren’t presently strongly authenticated
6. Improving EPICS cyber security _ 2. 10C Software is not certificate authenticated (user can’t be sure the I0C they're talking to is not an imposter)

. Additionally, some administration and management:
7. New Cyber Regulatory Framework, Compliance Challenge, and Future o )
1. PV drive limits are not all set — can lead to machine errors

2. Understaffed with Oracle DB Admin
8. Summary

Slide credit: Gregory White https://indico.cern.ch/event/1270052/contributions/5598148/



https://indico.cern.ch/event/1270052/contributions/5598148/

Recommendations

EPICS Controls Security Issues & Recommendations

o1 A 7>
D R AN

* Passive Traffic Inspection
Passive attacker can observe and learn Process Variable and server names. Not considered serious.
= Could Mitigate by TCP+TLS(*)

* PV Denial of Service by search spam
Active attacker responds to PV search requests, directing to null server

* PV Search Hijacking / Man in the Middle Attack
Active attacker responds quickly to all observed searches, redirect clients to rogue EPICS server.
Returns fake data, or proxy forwards bad control data to a legitimate control system EPICS server.
Very bad things.

= Mitigate by adding Transport Layer Security (as long as attacker does not hold certificate)

* Server impersonation / credential theft
Theft of server certificate used to maliciously impersonate PVs provided a legitimate server.
= Mitigate by something like certificate “pinning.”

(*) Transport Layer Security (TLS); Encryption, certificate-based authentication, compression.

Work of Michael Davidsaver, Osprey DCS, under SLAC contract, 2021

Slide credit: Gregory White https://indico.cern.ch/event/1270052/contributions/5598148/
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EPICS changes

EPICS Security Improvement:
PvAccess and Transport Layer Security (TLS) -

* PvAccess += Transport Layer Security.

*  First step to Zero Trust Architecture in EPICS Accelerator
o controls

*  Multi phase project:
— Server side authentication

— Client side EPICS Security Improvement 2:
- == Y2/ Centiicate servers Nanve Servent Fineing? US Dept of Energy sponsored project to add TLS to PvAccess for the EPICS community
: * Transition phase: EPICS pvAaccess TLS fully backward
=y compatible. TLS ?ndP°'"t5 co-exist with non TLS. $ 1.4 M over 2 years. SLAC leading, Osprey primary contractor (M. Davidsaver, G. Mclntyre). Kay Kasemir (ORNL) adding for
*  GOAL: All endpoints use PvAccess + TLS. core-pva. Many, many thanks to Dale Dale Hugo Leschnitzer & Mark Hahnert (US Dept of Energy, Office of Science).
. * NOTE security implies removal of Channel Access protocol
T ———— — from EPICS systems (!) Year One
- * Very early Prototypes now available. EPICS Base User Name Transport Layer Security 1. Technology analysis and selection
- = Authorization Server (TLS) 2. Implement a simple prototype containing TLS additions to
Figure: EPICS PVA negotiation with TLS proposal, showing: AeEmetiod| l,m, !':VAB’ i\ the EPICS PV Access protocol
TLS handshake after message validation, “tls” message, cipher handshake, EmE— Compat. .
and certificate verification additions to EPICS PvAccess protocol. FW Pin Names 3. Design Changes to EPICS
Modification uses the “magic” byte in the pvAccess header, and existing Impls. |Aw'yTLS 4. Implement prototype for PV Access Name Server changes
B B w |Protocolsfieldin the search response. ATRZ 5. Implement prototype for client authorization via certificate
“Cookde” Cert. 6. Integrate with site-specific authentication protocols
Work of George Mcintyre, Level-N Ltd, + Michael Davidsaver, Bob Dalesio, Osprey DCS, for SLAC. Kay Kasemir for ORNL.  Validity | 7. PVA Protocol Performance tests
cvovn Issue. 8. PV Access Name Server Performance tests
9. Functional Verification Testing and Combined Report

Year Two
1. Implement Beta version of PVA TLS

. . - - 2. Update Beta with performance and usability improvements
Figure: The basic architecture of PVA+TLS in context of an EPICS ) e .
installation, shoing integration with enterprise authentication, certificate 3. Update Beta with certificate management improvements -
validation and management, and integration with EPICS Access Control. 4. Release Beta to SLAC and monitor

6. Release Beta to selected facilities and monitor results

Slide credit: Gregory White https://indico.cern.ch/event/1270052/contributions/5598148/
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Considerations for PVA over TLS

PVA: process variable access

What needs protection? (like a Tango attribute)

Yes_ No
* Unauthorized PUT * Secrecy
* Tampering with May come incidentall
GET/MONITOR ! e

Trick authorized user into
Making incorrect PUT

Threat Vectors (2)

Reasonable ©

Mitigation?
* Passive traffic inspection (TCP/UDP) TLSMop Dossnt
EPICS e * Denial of service by search spam NameServer
 Search hijacking NS
Threat model « Server impersonation TLS
* Actors « Server credential theft NS + cert. pinning
- Passive attacker on adjacent host
Same subnet

- Active attacker on adjacent host
EPICS

- Attacker on client host WWLEE osprey bCs
Same host

- Attacker on server host
- Compromised client

. Same process
- Compromlsed server

EPICS
IWWLEN osprey bCs

Slide credit: Michael Davidsaver, George Mcintyre https://indico.fnal.qgov/event/58280/contributions/264558/
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Considerations for PVA over TLS

] ] NTP: Network Time Protocol
System Considerations

* Distributing CA certs.
- Straight forward copying of (mostly) static files

* Issuing Server (and Client) certs.
- Tedious ~manual process

- What Common Name? Certlflcate Valldlty
* Cert. validity
- Expiration date? * Time based
- Certificate Revocation List? - Valid between X and Y Trust in NTP becomes critical
- Periodic online check (Open Certificate Status Protocol)? - Encoded in certificate
* CRL
EPICS - Periodically published list of revoked (bad) certs.
II'ILII ms —OpemCertificate-StatasProtoco—— Online Certificate Status Protocol

- Access to database of signatures on valid certificates (w/ time)
- Like an expiration date

- Can be updated w/o reissuing cert.
- Requires client connection to OCSP server(s)

“stapling” helps

EPICS ™S

WWLAN osprey bcs

Slide credit: Michael Davidsaver, George Mcintyre https://indico.fnal.qgov/event/58280/contributions/264558/
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Detailed technical proposal for EPICS TLS

Current Work — commissioned by SLAC - 2023

OO

PV Access TLS .

* ATechnical Proposal for TLS in PV Access

PV Access TLS Feature Implementation: EPICS Technical Security Analysis:
George Mcintyre Michael Davidsaver

TLS Channel Search over TCP
TLS Encapsulation with Encryption and Signature
Support for Server Certificate & Rotation

Support for Compression
Command line tool support — pvput, pvget, pvmonitor, ...
Unit test suite

e Java implementation — maintainer Kay Kasemir

e https://github.com/ControlSystemStudio/phoebus/tree/master/core/pva

C++ implementation — maintainer Michael Davidsaver

o https://mdavidsaver.github.io/pvxs

Out of scope

o https://github.com/epics-base/pvAccessCPP/v

Features
* Features EPICS base Java ‘

Server Authentication
ificate: .
Slent Certicetes e https://github.col
Client configurati ings for TLS t .
lent configuration mappings for TLS parameters o htt - |thub,C0|

Add TLS to Channel Access

e EPICS base C++
UDP response

Beacon messages L httgs“glthubcol
Add additional TLS beacon messages for servers supporting both TLS and TCP ° httQS ! !g ithub.coi

Any changes to support TLS in Gateways

Repositories

Encryption

Server Certificate rotation
Compression

Client Authentication

Authorization

* How it works?

Any changes to support TLS in EPICS Python (pvaPy)

Any changes to support TLS in PV Database

Slide credit: George Mcintyre https://indico.fnal.gov/event/58280/contributions/265752/
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Certificate usage

certificate authority

server certificate

certificate
signing
request

deliver signed
server certificate

verify server
certificate
create !ey-fuiv
request server certificate
TLS Enabled TLS Enabled
PV Access Client URLEREED PV Access Server
present server certificate I

Server Keystore

server certificate

Subject

Issuer

Validity

Public Key

Signature Algorithm

Obtaln ana S
Serial Number
= .

-
Extensions

hash: (subject, issuer, validity,
public key, signature algorithm
serial number, version)

Slide credit: George Mcintyre https://indico.fnal.gov/event/58280/contributions/265752/
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Data encryption

TLS Enabled shared symmetric key 1LS Handshak shared symmetric key TLS Enabled
PV Access Client b PV Access Server
eenuypt payload with key TLS Application edecrypt payload with key
Message
e decrypt payload with key eencrypt payload with key

Symmetric Key is generated and securely shared during TLS Handshake

D a ta E n C ry pt I O n When PV Access messages are sent inside TLS Application messages,

they are encrypted using the key

The message receiver decrypts the message with the same key

To an outside observer the packets are protected

EPICS Collaboration Meeting, Fermilab, 2023

Slide credit: George Mcintyre https://indico.fnal.gov/event/58280/contributions/265752/
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Establishing TLS session

PV Access Client ]

[ PV Access Server (TLS) ] [

PV Access Server

PV Access
Client Connect

Sequence
Diagram

6. Symmetric Session Key

Search Request(protocol: [“tcp”,“tls”])
Search Response(protocol: “tis”,...))
Search Response(protocol: “tcp®,...))

Select Response

Establish tcp/ip connection
@ tcp/ip connection established

connection validation request

TLS Client Hello record(Client rand cipher(], pression(])

TLS Server Hello record(Server random, session ID, cipher,

compression, certificate)
Verify (certificate)

pre-secret<encrypted with Server’s public key>
Decrypt pre-secret using private key

secret from p

secret from p

7 symmetric session key generated and shared

PV Access Client )|

Verified

[ PV Access Server (TLS) ] [

PV Access Server

EPICS Collaboration Meeting, Fermilab, 2023

Requires about
6.5kB of data!

http://netsekure.org

/2010/03/tls-
overhead/



https://indico.fnal.gov/event/58280/contributions/265752/
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http://netsekure.org/2010/03/tls-overhead/
http://netsekure.org/2010/03/tls-overhead/

Network stack

Overhead ~40 bytes
per message

Encapsulation

of PV Access

http://netsekure.org
Messages /2010/03/tls-
+ TLS overhead/

EPICS Collaboration Meeting, Fermilab, 2023
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Server certificate rotation

Can be done while
client remains
connected e —

[ PvAccesssevermis) | | PVAccesssever | | cCentificate Authority |

TLS Hello Message

TLS Client Hello record(Client rand cipher(], P 1))

Server e R
Certificate

Verify (certificate)

Verified
EXC h a n ge pre-secret<encrypted with Server’s public key>
Sequence B
- Generate secret from pre-secret
Diagram

Does client drop 4. Server Certificate Rotated e
con neCtlon after PV Access Client | Pvaccessseverms) | | PVAccessServer | | Cenificate Authority |
certificate validity
expires?

EPICS Collaboration Meeting, Fermilab, 2023
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Outcome

What will adding TLS get us?

>
e Prevent Service Impersonation
e Prevent Man-in-the-Middle attacks
e Cipher suite e 4
e Guarantee Data Integrity
¢ Securely shared > 4
¢ Prevent Packet Snooping
>
* Provide a mechanism for Service Access Control
* Protect Data by allowing Services to Restrict Access

¢ Can be used as part of strategy to Reduce impact of
DoS Attacks

EPICS Collaboration Meeting, Fermilab, 2023

Prevent PV Impersonation in a mixed TLS/TCP network
Prevent discovery of Service Endpoint or PV name
Prevent discovery of Encryption Type

Prevent discovery of Data Transmission Frequency

Prevent discovery of approximate Amount of data
transmitted

Network Management Impact

Install Server Certificates

Configure Network for TLS traffic
(network management tools)
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EPICS: C++ changes for PV access over TLS

= O mdavidsaver | pvxs Q Type(/)to see

<> Code (© lIssues 7 10 Pull requests 5 ® Actions {3 Projects [J wiki @ Security [~/ Insights

m mdavidsaver wants to merge 5 commits into master from tls (3

Q) Conversation 7 -o- Commits 5 [l Checks 92

Files changed 51

mdavidsaver commented on Aug 17, 2023 - edited ~ Owner = *** httpS.'//gith Ub. Com/mdaVidSGVGf/pVXS/pU”/.S.g

Applying OpenSSL to PVXS.

Wire compatibility with existing (plain tcp) clients/servers is maintained. Likewise this PR is compatible with work by
@kasemir adding TLS support to core.pva in the phoebus repository.

To maintain compatibility. When configured with a keychain file, client search requests include two "protocol" names: tcp
and tls . Server listens on a second TCP port for TLS connections, prefers to respond with tls when both present.

Adds x509 AUTHZ method. Client advertises x509 when configured with a client certificate. Server prefers x509 to ca . If
selected, uses client cert commonName as account name. eg. CN=foo appears to ACF logic as foo . (note, this really needs
an extension to the ACF logic to account for different source of accounts)

TLS features/restrictions

« OpenSSL >= 3.0

« TLS protocol version >= 1.3 required

« ALPN extension negotiates with protocol pva/1 . (mandatory?)

« Client/server reload TLS configuration (eg. replace cert) at runtime. Forces closes connections.



https://github.com/mdavidsaver/pvxs/pull/53

What about Tango?



Tango roadmap 2015 ==

Roadmap from ICALEPCS 2015 (as described in WEA3001):

1) Improve documentation 8) Database performance
2) Move to Git 9) Device class Marketplace
3) Remove CORBA completely 10) Long Term Support
4) Grow the community 11) Tango Virtual Machine
5) REST API 12) Auto-Generate Unit tests
6) Web browser application 13) SysML support

- 7) Secure encryption 14) Replace Boost.Python

From ICALEPCS 2017 P e TANGS

ROADMAP #7: SECURE ENCRYPTION

Implement a secure encrypted protocol for public networks

» Security managed by infrastructure

» VPN
» Web server
» HAProxy

;\
7 TANGO Kernol Status - CALEPCS 2017 - Barcolona I A N G./ ~

Slide credit: Reynald Bourtembourg https://accelconf.web.cern.ch/icalepcs2017/talks/mobpl02 talk.pdf
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Tango protocols

Remote Procedure Calls use CORBA
Commands, reading/writing attributes
C++ uses omniORB — it has TLS option (TLS 1.3 support?)
Java use JacORB — provides IIOP over SSL

Events use zeromq
libzmq has:
no TLS
CurveZMQ for encryption: https://rfc.zeromq.org/spec/26/
ZAP for authentication: https://rfc.zeromq.org/spec/27/

Events are read-only, so do we need authentication?



https://rfc.zeromq.org/spec/26/
https://rfc.zeromq.org/spec/27/

Common issues
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Common issues

Certificates
Certificate Authority
How do servers get certificates?
How do clients get certificates?
Expiry, revocation, rotation
If time-based, then NTP must be secure

Backwards compatibility
Do we allow insecure clients/servers?
If yes, will we ever turn off the insecure option?




Common issues

Performance
Time to establish connection
Latency

CPU/memory requirements
Network bandwidth (~6.5kB for TLS session, 40 B extra per message *)

General
Is CA a single point of failure?
Can we get locked out of our own system?
How to sign software applications?
Authentication?
Authorisation?
Accounting?
Secrets man dgeme nt *TLS overhead for TLS 1.2: http://netsekure.orq/2010/03/tls-overhead/
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Use cases

Tango servers
Launched by Starter service / Kubernetes
Started manually by engineer

Client applications
Jive, Sardana, Taurus, Taranta
User scripts
Client to device in same process — does it do TLS?




Use cases

Tango device/client developers
Unit tests run locally — do we want to deal with certificates?

Cl/CD

Security team
Penetration testing
Auditing installed software
Want vulnerable libraries updated ASAP

”Break-glass” procedure
Procedure to report and handle vulnerabilities




Use cases

Updating server and client certificates
Initial deployment
Rotation/update after expiry
Revocation — how soon is connection dropped?

Updating cipher suite and cryptographic keys
security update to library
need more bits
need new cipher suite
old & new versions of Tango, with different encryption methods




Use cases

Authentication
Can we use LDAP, SSO?
Can we use WebAuthn, hardware keys/devices?

Are certificates linked to user accounts, hosts, or device servers?
How to handle beamline user accounts?
How to handle service accounts?

How to handle temporary accounts for visiting users?




Use cases

Authorisation
Is Tango access control sufficient?
Are the rules from TAC sufficient?
How fine-grained do we need it?
Something like EPICS access control list files with rules?
OAuth2?




Use cases

Accounting / Auditing
What do we log?
Where do we log?
Who has permission to see the logs?
Who has permission to change/delete?
Is there some notification for suspicious activity?




onciusion

47



Conclusion

Re-use existing standards and technologies
Learn from other control systems

It will take a long time / a lot of resources

Encrypting Tango data is only a small part of cyber security!







